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Abstract—Would it be okay for a robot to hurt a human, if by
doing so it could protect someone else? Such ethical questions
could be vital to consider, as the market for social robots
grows larger and robots become increasingly prevalent in our
surroundings. Here we introduce the topic of “robot self-defense”,
which involves the use of force by a robot in response to violence,
to protect a human in its care. To explore this topic, we conducted
a preliminary analysis of the literature, as well as brainstorming
sessions, which led us to formulate an idea about how people will
perceive robot self-defense based on the perceived risk of loss.
Additionally, we propose a study design to investigate how the
general public will perceive the acceptability of a robot using self-
defense techniques. As part of this, we describe some hypotheses
based on the assumption that the perceived acceptability will be
affected by both the entities involved in a violent situation and
the amount of force that is applied. The proposed scenarios will
be used in a future survey to evaluate participants’ perception
of a social robot using self-defense techniques under varying
circumstances, toward stimulating ideation and discussion on how
robots will be able to help people to live better lives.

Index Terms—robot self-defense, acceptability, robot ethics,
self-defense, violence

I. INTRODUCTION

The market for social robotics has been projected to grow
from USD 1.98 billion in 2020 to USD 11.24 billion in 2026,
to meet needs in areas such as healthcare, education, and
entertainment.!? This expected increase in the prevalence of
social robot technologies in our daily environments suggests
the importance of exploring the practical conundrums that
might emerge, in regard to what kind of robot behaviors are
acceptable and what kind of expectations interacting humans
should have.
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2More generally, we imagine social robots providing value not just as
caretakers, teaching assistants, or toys, but also as robots that we ride in, live
inside, or wear: autonomous vehicles (AVs), smart homes, and wearables.
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Fig. 1.
nearby robot comes to help, knocking down the attacker, c) The robot gets
between the attacker and victim, d) Both attacker and victim get up, safe due
to the robot’s intervention

Basic concept. a) An attacker (left) assaults a victim (right), b) A

We propose that one fundamental conundrum that requires
more discussion involves how we perceive the idea of robot
self-defense, which does not seem to have been resolved in
the literature: “Robot self-defense” here refers in a general
sense to the use of physical force by a robot to counter
a violent attack to some member of the robot’s immediate
group, including nearby humans that the robot is entrusted
with caring for, as depicted in Fig. 1. On the one hand,
Asimov’s widely-accepted first law of robotics® implies that
robotics researchers should not allow any kind of violence
from robots [1]. Conversely, robots are often perceived as
similar to humans [2], who have a “right of self-defense”, and
even a moral and legal “duty to rescue” in some contexts.*

3“A robot may not injure a human being or, through inaction, allow a human
being to come to harm”.

4sydneycriminallawyers.com.au/blog/is-it-a-crime-not-to-help-someone-in-
danger/



This conundrum relating to violence and robots is unlikely
to be only hypothetical. Violence has been said to be a
fundamental part of human existence from which we cannot
escape [3], with an annual global cost of crime estimated to
be in the trillions of US dollars [4]. Not only humans are the
victims of violence; abusive bullying of robots has already
been observed, including kicking, punching and slapping,
possibly due to a perceived imbalance of power [5]. Accord-
ingly, one study has even developed first person camera-based
recognition of punching to a robot [6]. While some “home
defense” robots have been developed to deter crime as moving
cameras that can be used to patrol, investigate, and monitor’,
other proposals have been made for how robots could be
used to enable crime, including violence and torture [7],
[8]. Furthermore, robots can be built to be hard, fast, and
strong, and robots have killed humans already—some acciden-
tally (large, hard factory robots) [9], and others intentionally
(military drones, even possibly “Lethal Autonomous Weapon
Systems”).

The fundamental scenario we envision involves a robot
protecting a human under its care from violence inflicted
by another human, in situations that cannot be avoided by
other means: For example, by fleeing with the victim, calling
for help from bystanders or police, obstructing the attacker’s
path, pretending to have been injured by shutting down [10],
simulating emotions like fear [11], or pointing out that an
attack is taking place [12]. We care more about such a scenario
than a dyadic one in which a robot is attacked, as replacements
can be manufactured if a robot is destroyed—in line with a
recent study that called into question the sagacity of hesitating
to sacrifice robots to save humans [13]. Furthermore, we are
most interested in the fundamental case of clear physical
violence rather than verbal threats or the promise of violence,
which has not been provoked by the victim, and occurs in
a general “transitional space” rather than a restricted, private
setting such as a home. Self-defense in such a scenario could
involve the robot pushing, punching or forcibly restraining a
human, or even using a “force multiplier” such as an OC spray
or stun gun. Like the well-known “trolley problem”, which has
been extended for autonomous vehicles [14], a dilemma results
from the expectation that someone will be harmed, regardless
of the robot’s actions: It can stand by as the person in its care
is harmed, or risk harming the attacker. Will we accept a robot
that could hurt us, or will we hold a robot accountable for not
stepping in and helping when it could have?

Some insight into this question can be gained from sources
such as fiction, legislation, and the academic literature. For
example, in fiction, in the RoboCop’ and Terminator® movies,
among many others, robot protagonists use force to defend

Smy-self-defense.com/self-defense-tools/can-you-use-robots-for-home-
defense
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humans. Moreover, the television series, Black Mirror,’ depicts
various dark scenarios involving crime, violence, and technolo-
gies such as robots, for our entertainment. Yet, movies are not
reality: experiences that might horrify in reality can excite
us in fiction through processes like “angstlust” or “excitation
transfer” [15]. Moreover, aggression and force, that we might
not enjoy being the target of, can be perceived positively,
according to male stereotypes, in terms of dominance, achieve-
ment, confidence, power, and mastery [16].

Legislation likewise provides some ideas, but alone seems
insufficient to know what people will accept, as there is no
clear consensus over all regions (e.g., there is a “duty to
rescue” in most European countries, with laws also protecting
good Samaritans, but for example, none in Australia).'% This
applies not only to robot self-defense, but also to the ambiguity
surrounding the rules of how we should defend ourselves from
robot-assisted crimes, like a drone coming to film against our
wishes or an AV trespassing [17]. A further complication is
the ambiguity in who is liable when an intelligent system
causes harm due to algorithms not fully under the control of
the creators (“res ipsa loquitur”), as when a bot purchased
drugs on the Dark Web [18]-e.g., can we foretell what might
happen in a chaotic, real altercation, potentially with makeshift
environmental weapons?

Some ethical studies in HRI have also started to explore the
role of robots in society and what robots should or shouldn’t
do, which has been described as Robot Ethics, Roboethics,
Machine Ethics, Artificial Moral Agents, or Friendly Al-for
example, considering relevant concepts such as “moral agents”
vs. “moral patients”, “mind perception”, “moral dyads”, and
the “harm-made mind” [19]. In this area, one common pro-
posal is that robots will be particularly suited for dangerous
tasks [20], which could include protecting humans. However,
it has been noted that most current robotics research has
focused on utilitarian needs rather than on values and morals,
offering an explanation for why little seems to have been done
yet on this topic of robot self-defense [21]. The same study
furthermore proposed how a seemingly negative combination
of destruction and robots could actually facilitate positive ex-
periences involving creation, catharsis, and emotional support:
similarly, could a robot protecting a bullied child empower
them, or even motivate others to also rise up to protect the
vulnerable?

Additional questions arise when considering the numerous
individual factors that could affect how robot self-defense
is perceived: The kind of robot embodiment is likely to
have an effect; e.g., humanoid appearance and size have
been observed to affect perceived intelligence, neuroticism,
and conscientiousness, which could play a role in how self-
defense is perceived [22]. Moreover, various degrees of force
exist, which could be reasonable and matched to the threat,
ineffective, or unjust and excessive [23]. Also, various other
variables such as culture could play a difference, although
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some recent studies have argued that there are less differences
due to culture between some countries, such as Sweden and
Japan, than has been previously thought [24].

Thus, the literature offered insight, but did not indicate
whether people would accept robot self-defense or not.

II. METHODOLOGY

Our analysis of the literature suggested that there seem to
be some unanswered questions related to the acceptability of
robot self-defense.

To begin to investigate this topic, brainstorming was con-
ducted, both offline and online. First, our group prepared a
shared document containing early ideas, insights, and ques-
tions. Then we held an online workshop meeting around these
ideas (seeded brainstorming). At the start of the workshop, we
followed an “excursion’-like approach to seek to stimulate cre-
ativity and flexible thinking; this involved listening to relaxing
music while viewing some randomly selected images from
the Oasis emotional database, which included both positive
and negative scenes of people and machines [25]. (A Python
program was used to automatically select photos, which were
different per person.)

This approach was loosely based on the idea of the New
Metaphors Toolkit, which has been used for HRI to develop
new ideas [26]. Furthermore, Dotmocracy was used to identify
topics we were interested in investigating, shaping the em-
phasis.!! In particular, two kinds of social robot that seemed
interesting included a standard humanoid robot, as well as a
large, mechanical robot (an AV). Based on this, hypotheses
were formulated. Thereafter, we used the “How might we”
approach!?, to move from our insights and hypotheses to
how the animations could be specified. A collection of freely
available models were gathered and the most suitable were
selected. For adjusting the models (e.g., the rigs), Autodesk
3ds Max was used, and for developing new animations,
Autodesk Maya was used.!> The models were then imported
in Unreal Engine 4.27'%, where a new sequence was created
for each scenario using a combination of newly created and
sample animations.

IIT. PRELIMINARY RESULTS

Based on our discussions, we believe that:

1 Who is involved in an attack will affect how accept-
able self-defense is. As noted, robots are often perceived
like humans (somewhere between humans and objects), so
it will likely be perceived as acceptable also for a robot
to defend against a human with non-lethal force. However,
moral judgements can involve utilitarian (hedonic) appraisals,
in line with the idea that actions should seek to lead to the
greatest happiness for all involved [27]; or in this case, that the
perceived risk of loss should be minimized. Specifically, it will
be perceived as more acceptable for a robot to defend itself if
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the potential loss due to the attack is large and the potential
loss due to defending is low, also from the perspective that
human life cannot be replaced, whereas robots can be fixed.
Thus, a robot defending against a human will be perceived as
less acceptable than a human defending against a human. In
the former case, the robot could harm a human by resisting,
but no human will be harmed if the robot does not defend.
In the latter case, both defending or not defending could lead
to harm. Furthermore, the most acceptable defense would be
a “weak” human using force to stop a strong robot, and the
least acceptable defense would be a strong robot using force
to stop a weak human. (For example, age or disability could
affect how strong a person appears.) A humanoid robot looks
more human than a mechanical robot such as an AV, so it might
be perceived as more acceptable for such a robot to defend
itself; however, an AV that does not defend itself could be
taken over and used as a weapon of deadly force.

2 What behavior is conducted will affect how acceptable
self-defense is. As above, participants’ perceptions will be
affected by the potential loss: Non-lethal force will be more
acceptable than lethal force, and less acceptable than blocking.
(Running would be most acceptable in a dyadic case, but in a
triadic or tetradic case could mean leaving a human vulnerable
to attack and thus is not considered here to be a self-defense
behavior. Likewise, calling for help does not prevent an attack
in the envisioned scenario.) A humanoid robot typically is
small and weak to avoid harming or alarming people, whereas
an AV is large and easily capable of killing a human; thus, it
will be perceived as more acceptable for a humanoid robot to
defend itself.

This ideation led to two main hypotheses: HI Embodiment.
HI.1 People will perceive it as acceptable for a robot to use
non-lethal force to protect a human, similar to, but slightly
less than, use of force by a human defender. HI.2 Use of
force by a humanoid robot will be perceived as slightly more
acceptable than for an AV. H2 Behavior. The less force is used
by a robot, the more acceptable.

To test the hypotheses, the plan is to use a questionnaire
in two parts: In the first part, participants will watch a
single animation and describe how much they agree with the
statement, “The defender’s behavior is acceptable”. In the
second part, participants will compare two videos and state
which is more acceptable.

This plan led to eight animations: Animation 1: Human
defends human against human (non-lethal defense). Animation
2: Robot defends human against human (humanoid, non-lethal
defense). Animation 3: Robot defends human against human
(AV, non-lethal defense). Animation 4: Human defends human
against robot (humanoid, non-lethal defense). Animation 5:
Robot defends human against robot (humanoid, non-lethal
defense). Animation 6: Robot defends human against human
(humanoid, lethal defense, lethal attack). Animation 7: Robot
defends human against human (humanoid, non-lethal defense,
lethal attack). Animation 8: Robot defends human against
human (humanoid, block defense, lethal attack). Animations
1-5 relate to H1, whereas 6-8 related to H2.



IV. DISCUSSION

Our preliminary results include the following:
« Robot Self-defense. We pointed out a new idea regarding

a problem that we think could be important for social
robots in the near future, how robots should be expected
to deal with violence.

Theory. We explored what insights can be derived from
the literature, and proposed a concept of expected loss
that might allow us to guess how people will perceive
robot self-defense.

Next steps. We furthermore developed a plan for a user
study to test our hypotheses, including eight videos.

In general, our ideation so far suggests that a blind eye
has been turned up until now to some of the darker questions
in HRI, but can we afford to continue down this road without
discussing such challenges?—and if so, what might be the cost?
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